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LAB-OVERVIEW
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Title

Objective

Module 1
MikroTik RouterOS

Introduction

» MikroTik RouterOS and RouterBOARD;
« First time accessing the router + LAB
* Basic config +LAB

* User Management + LAB

* Upgrading Router +LAB

» Package + LAB

* Router Identity + LAB

* NTP Client

» Configuration Backup + LAB

* Netinstall + LAB

* RouterOS License
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Title

Objective

Module 2
MikroTik RouterOS

Firewall

* Firewall principles;

* Firewall Filter

* Filter Chains

* Input + LAB

* Forward + LAB

* Firewall Log

» Connections state + LAB
* NAT

* SRC-NAT

« DST-NAT

» Redirect + LAB

* NAT Helpers

» Connection Tracking

e Torch
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Title

Objective

Module 3
MikroTik RouterOS
QoS

» Bandwidth Limit

» Simple Queue + LAB

* Using Torch

* Dedicated Network Limit

» Bandwidth Test Utility + LAB
« Traffic Priority+ LAB

» Simple Queue Monitor + LAB
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Title

Objective

Module 4
MikroTik RouterOS

Wireless

» 802.11a/b/g/n Concepts;
* Bands;

» Frequencies;

* Channels;

» Country regulation;

» Radio Name

« Station Configuration

» Connection List + LAB

» Access Point Configuration
* Snooper wireless monitor
* Registration Table

* Security on Access Point
* Default Authentication

» Access-List + LAB

» Securtiy + LAB

» Configuration Tip

* Nstreme + LAB
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Sufi 2/ 1981 9:00 U, — 17:00 u.

Title Objective
Module 5 » Bridging concepts
MikroTik RouterOS * Bridge overview
Bridging » Bridge Wireless
* Client WDS

* Access Point WDS
- WDS + LAB

» Restore Configuration + LAB

Title Objective
Module 6 * routing concepts;
MikroTik RouterOS * route table;
Routing * Default Gateway + LAB
Routing overview; * Dynamic Routes
« Static Routes
* Route To Your Neighbor + LAB
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Title Objective
Module 7 * ARP + LAB
Mikrotik RouterOS * ARP modes
Network Management * RouterOS ARP table

« DHCP server + LAB
 Static Lease + LAB

* HotSpot + LAB
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Title Objective
Module 8 * PPPoE Client + LAB
MikroTik RouterOS * PPPoE Server + LAB
Tunnels * PPP Secret + LAB
* PPP Profile , Pool
- PPTP + LAB
Title Objective
Module 9 * Transparent Proxy
MikroTik RouterOS * HTTP Firewall + LAB
Proxy » Web-page logging
Title Objective
Module 10 * The Dude
MikroTik RouterOS
Monitor
Title Objective
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